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BEFORE ANYTHING ELSE

Thousands
of buildings run thermostats that can no longer be updated.

The owners still pay a monthly fee to reach them.

Michael Johnston, Lead Solutions Architect at CBRE — quoted in full later in this deck. This is what buying 

a closed platform costs, years after the invoice is paid.
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THE BIG IDEA

A building you cannot read cannot be 
improved.

Every year the data stays locked in proprietary systems, the cost of reaching it goes 

up and the number of decisions you cannot make goes up with it. Controlling the 

data flow is the first move, not the last.

2026 framing · the analysis that follows is unchanged from 2020

BUILDING AUTOMATION UNDERSTANDING 3 / 36



info@winniio.io

Overview - Introduction

The purpose of this document Recommendations – high level Recommendations – Connectivity Never start with technology

Recommendations - Integration The Digital Twin Journey Approach Summary
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The purpose of this document

 To provide a basic understanding of connectivity factors relevant to 
crafting a holistic connectivity strategy for the built environment

 To illustrate the existing drivers (or lack thereof) in the built industry in 
order to come up with a strategy that is as future - proof as possible 
regarding the IoT/IT/OT** conversion. 

 To inform the reader about various solutions existing in the IoT -
market

 To recommend the best path forward based on existing and future 
demands in controlling the data flow to -  and from buildings. 

*BAS/BMS – Building Automation systems/Building Management Systems

**IoT/IT/OT – Internet of Things/Information Technology/Operation Technology
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Recommendations – high level

 The company should control the narrative and have a robust, scalable 
and repeatable offering enabling customers to understand time, cost, and 
value in one meeting and what is the first step to controlling the data flow 
in buildings.

 Always start with the platform product and then do the “Smart Building” -
project after, together with (a) selected partner(s) that specialize in smart 
building creation. 

 The company needs an integration partner (or several) who can 
understand everything else the platform is integrating with. Could be a 
customer counterpart, but more likely a partner.

 Focus on value creation initiatives, removing the focus on cost, instead 
innovating with the business model and absorbing complexity for the 
customer, marrying strategy and technology. 

 Start vetting partners, in order to have recommendations. Preferably a 
local partner utilizing globally recognized solutions to avoid lock - in.
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Recommendations – Connectivity
Never start with technology

 Get a couple of partners that work with connectivity solutions for 
different purposes and try to build for the end, thinking about 
interoperable technology as well as the 10 - year strategy for the building 
where possible. Always ask why, why, why, creating a business case with 
focus on the benefits. What is the customer trying to achieve?

 Use robust, useful and attractive technology based on globally 
recognized standards and protocols to get data in and out of the 
buildings. Work with partners who delivers leading - edge know - how 
through interoperable ways of working.

 Only use products and vendors that work with open APIs, standardized 
products and can help in getting the data out from existing systems and 
into whatever edge/cloud application it should go to ->  And then IN to the 
building again, solving the largest challenge in the industry.

 When adding sensoring from additional data sources, favor local control 
first, where the next generation wireless - mesh solutions are 
recommended for indoor - control. 
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Recommendations - Integration

Everything else

 Either you help them integrate. Or they integrate to you.

 Both alternatives require a 100% understanding of where the platform's 
technology stops, creating defined API where others can integrate to

 Once this “API - document” is created it will be up to the customer to decide how 
they want to integrate to the platform and if they need help doing so. Where 
helping the customer should always come with at least two options:

 1. The company helps them with the development utilizing in house experience. 
Pros, might be faster due to native understanding of the platform. Cons – take 
away time from what the company should focus on instead.

 2. The company points the customer to a partner company that knows the 
platform's infrastructure and API, and are also experts in integration leading to 
wins on all three sides for the company (getting quality data, not losing speed), 
for the customer (getting a trusted partner that has done it before), partner 
company (leveraging their core skillset).

 Recommendation - get a partner to do integrations in order to gain speed. 

“In order to think outside the box, define the box”
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The 
platform 
offering

1. The CDT
The Connected Digital Twin

Smart Building Strategy with partner(s)

Smarter Buildings

Existing 
Building

2. Journey to a Smarter World
Smart buildings need Smart Organizations

Smart 
Building

Smart Organization Strategy with partners

Existing Building

Scanned/
Connected Building

Smarter 
Organizations

Smart 
Organization

3. Digital First Real Estate
Data - driven decision making

The Digital Twin Journey

Data - driven
decision - making

BUILDING AUTOMATION UNDERSTANDING 9 / 36



info@winniio.io

The platform 
offering

Connected Digital Twin 
(CDT)

1. The CDT
The Connected Digital Twin

• Show Before and After
• Access to information
• Scan/Deploy sensors
• Control the narrative

Smart Building Strategy with partner(s)

• Integration partner
• Security
• Data Quality
• Scalability
• IoT/OT/IT/ET
• Proptech
• Audio
• Emergency systems 
• HVAC control

Abstract the technology & Focus on 
Value/Money/Increased Revenue

Existing 
Building

Lightweight Connected Digital Twin

• The Connected Digital Twin 
as an overlay, separate 
from existing building 
systems

• Sensors sending info to the 
platform

• Standardized offering
• Platform for data - driven 

decisions
• Platform to build future 

innovation programs
• Options to scale up sensors

2. Journey to a Smarter World
Smart buildings need Smart Organizations

Smart Building

Autonomous Building

• Organizational Redesign
• Data harmonization
• Alignment between:

- People
- Culture
- Processes
- Hierarchy
- IT - systems

API/Interface

Smart Organization Strategy with partners

Existing 
Building

Scanned/
Connected Building

• Open Systems
• Interoperability
• No - vendor lockin
• Standardized APIs
• Modular solutions
• Data strategy
• Short - term/long - term
• Future - proof
• Sustainability thinking

Organizations need to be able to move 
fast and leverage all data

Smart 
Organization/
Ecosystems 

Thinking

3. Digital First Real Estate
Data - driven decision making

• CM Programs
• Quick wins
• Strategic Alignment
• Fun places to work
• Attracting new talent
• Modern workplace
• AI - strategies
• Data - driven decisions

Digital Twin
Real - time data
Autonomous 
sequencing

Platform - thinking
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Approach Summary

 Getting in, delivering value as soon as possible and SHOW 
the customer the possibilities of the digital twin, with THEIR 
assets is the key.

 The approach is based on standardizing a proposal that is 
repeatable and scalable which allows the company and its 
customers to have control of the narrative.

 Getting customer buy in first - and THEN moving towards 
true value creation and a more complete smart building 
strategy together with potential partners

 Scan - Deploy IoT - Collect Data, Discuss findings –
Strategize for the future
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Market Understanding
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Market Understanding
Basic assumptions regarding modern buildings Connecting to existing systems, and getting valuable data out A shift towards fully autonomous buildings Severe integration challenges in the CRE-space Current state of the Swedish building automation industry

Slide 19 The difference between Go to cloud and local control The Two Dominant Communication means in buildings Pros and Cons with BACnet Recommendations for

Pros and Cons with Recommendations for 2 main roads Beyond BACnet Understanding existing digital readiness Slide 28

How to change the conversation? The importance of a data strategy The importance of Metadata The evolution of Open Systems Work with open mindset and open systems

Assumptions regarding
Modern Buildings

Extracting data
From existing systems

Towards fully
Autonomous buildings

Integration Challenges in 
the CRE - space

Swedish building 
automation industry

Challenges
High - level overview

Differences Cloud/Local 
control

Communication in 
buildings

Pros and cons with 
BACnet

Recommendations for 
BACnet

Pros and Cons with
Modbus

Recommendations
For Modbus Beyond BACnet

Existing Digital
Readiness

Gaps between
IoT/IT/IoT 

How to change
the conversation?

The importance of a
Data Strategy

The importance of 
Metadata

The evolution of 
Open Systems

Future recommendations

BUILDING AUTOMATION UNDERSTANDING 13 / 36



info@winniio.io

Basic assumptions regarding modern 
buildings

 Real estate owners should be in control of their data

 The data has to be standardized in order for analytics, AI strategies to work in 
the future

 Everything will lead to bi - directional control in the end, moving towards 
automated buildings which leads to edge strategy.

 Local control first – where the logic can be augmented by “the cloud” and 
algorithms can be crunched elsewhere, but all logic has to reside in the 
building. 

 Hardware has to be made into a commodity and data has to move freely, 
based on standardized protocols. 

 ALL data should be accessible at all times. If the real estate owner wants it, it 
should be accessible in minutes through IT/IoT/OT conversion.
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Connecting to existing systems, and 
getting valuable data out

 Which systems are companies trying to get data out from? Heating Ventilation Air 
Conditioning and Refrigeration systems (HVACR)?

 Lighting, evac systems, video or audio systems, IoT - applications in the cloud?
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A shift towards fully autonomous 
buildings

 The whole market is moving 
from proprietary controls, 
manual ways of working and 
extreme complexity, towards 
fully automated buildings that 
act as the real - time agents in a 
smart city network. 

 The technology exists in order 
to create buildings that are fully 
autonomous but there are 
existing technological obstacles 
and 

 The challenge is how to get 
there in a sustainable, future -
proof way based on globally 
recognized interoperable 
standards. 

PlantPROCORE

Establishing a Smart Building standard
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Severe integration challenges in the 
CRE-space

 “We have a lot of clients that have invested heavily with a number of 
technologies that are now either unsupported or very expensive to 
maintain. 

 Any platform that is exclusive with its products has the possibility of 
becoming a nightmare. Companies working with VC dollars that end up 
refocusing, companies that are purchased for their clients and then the 
product retired, or those that base the product on something that loses 
market support/favor ( Lonworks , Sedona, Java...)

 We have seen thousands of buildings with smart thermostats that can no 
longer be updated and the clients pay monthly fees to access via the 
cloud portal.

 What was originally a low cost means of managing retail sites at an 
enterprise level is now a huge operating expense and if a device fails 
they cannot replace it and connect to the same platform”.

-  Michael Johnston Lead Solutions Architect at CBRE, LEED AP
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Current state of the Swedish building 
automation industry

 A lack of data harmonization leading to costly integration

 Sweden is above average in vertical digitization but far behind 
when it comes to industry harmonization and standardization 
leading to a nation - wide case of innovation theatre. 

 BACnet, the world’s largest building automation device to 
device protocol is more or less absent from Sweden. This 
leads to a lack of standardization and harmonization between 
existing vendors’ products, and their data. 

 This leads to high integration costs between verticals and 
extreme challenges in creating repeatable and scalable 
solutions that span the whole building, due to a lack of 
platform to stand on. 

 A divide between new products coming to market, as well as 
new products and existing markets, leading to a gap between 
monitoring and automation. 

A gap between “ Proptech ” and 
building automation

Low digital maturity

Far behind the world in 
standardization

Severe integration 
challenges
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Getting data out of the 
building takes too much 
time and money

Edge analytics and a 
data strategy is needed

Cloud portfolio 
augmentation 

Fragmented overview

Wired is dominating 

Wireless is growing

Difficult to get an overview

Security and privacy is a concern

Hard to apply AI

Data is seldom tagged, 
standardized from the 
Edge, and almost 
impossible to get data 
from all systems

Silo Thinking

Data is stuck in siloes

Proprietary protocols/

different standards

Time consuming harmonization

Proprietary software systems 

Logic at the Edge

High - level overview
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The difference between Go to cloud and 
local control

 The building should always be able to run itself .

 There are platforms and sensors that need to 
communicate with “the cloud” or the outside world, and 
then come back to the building. This forms an 
unacceptable risk because the data and logic resides 
somewhere else. 

 Configuration could be done via the cloud, but it’s 
preferable if the building can be maintained* without 
cloud connectivity entirely, even for configuration 
purposes. 

 The overall trend is to go with distributed intelligence and 
edge analytics which means that logic resides closer to 
the source or origin. Either in the sensors themselves, or 
in a gateway that sits “on the edge” providing all the local 
control necessary to run the building. 

Logic

Improvements
Analytics

Portfolio thinking

Logic

*Maintained. However, “The cloud” will always be important to learn from other buildings in a portfolio perspective

x


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The Two Dominant Communication 
means in buildings

 There are many wired and wireless standards and 
protocols in and around the building automation industry. 
These are the two most common ones.

 BACnet - The world’s largest building automation device 
to device communication protocol is called BACnet. It 
allows products from different vendors to communicate 
over a dedicated network. It’s the most common protocol 
in the world, present in over 60% of commercial 
buildings in the world.  

 Modbus – Probably the global standard communication 
protocol when it comes to connecting industrial 
electronic devices. It’s not a network protocol like 
BACnet but these two combine comprise most of the 
mid - top level infrastructure communication in buildings 
today. 
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Pros and Cons with BACnet

 BACnet is a great way to quickly get data out of buildings, independent of 
existing products and systems. However, compared to other protocols, such 
as KNX, BACnet is not that defined. Which allows vendors to create different 
dialects and to implement it differently. This is counteracting the intent of 
BACnet in making products interoperable. It also has various types of 
maturity levels where BACnet/IP as well as BACnet/SC are the newest. 

 BACnet is by its nature very open, which means that anyone can/and should 
be able to read, and possibly also write to objects and devices within the 
BACnet network. Due to the Connected Building - movement, this presents 
local security risks to a global market.

 Communication in and out of the network can be secured with new 
addendums, but it’s recommended to have a network - security strategy in 
parallel, to have a holistic security strategy, otherwise the whole network and 
building can be compromised rather easily. 
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Recommendations for

 Having everything on a BACnet level is great for interoperability but 
security is always an issue. Remember to partner up and think about 
security pitfalls. 

 If there is a BACnet network, check if it is on MS/TP or BACnet/IP 
level. If MS/TP, use a gateway to bring the whole network up to 
BACnet/IP level. 

 There are different standards and certifications for BACnet products. 
It’s not a requirement but try to use only BTL certified products 
(BACnet Testing Lab) and BB - MB products if pure BACnet  networks

 Even if BACnet is a driver for horizontal interoperability, companies 
are using it as a base but with more modern APIs such as GraphQL, 
Json nodes, where the networks are getting designed for more data 
throughput. 
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Pros and Cons with 

 Modbus is the de - facto standard when it comes to connecting 
industrial devices with each - other as well as taking out data to other 
applications and systems.

 Modbus also comes in different shapes where it can be used through 
wired communication and also over IP. 

 Modbus is a semi - low level communication standard point to point 
and it doesn’t offer any inherent security measures. Which is the 
same as BACnet in that it needs a security strategy encapsulating 
the Modbus communication infrastructure. Modbus is “lower down” 
than BACnet where, BACnet 

 Modbus requires a specific tag - list/register of how the data has been 
tagged, labelled and what means what. If that list is incomplete, 
haven’t followed any industrial standardized way of tagging, then it 
can be a challenge to turn data into information.
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Recommendations for 

 Get the Modbus Register – Taglist specific for that product and make 
sure it is up to date

 Use a standardized way of tagging data according to naming 
conventions and/or adhering to a schema, ontology. (Haystack, 
Brick, REC, OWL)

 If possible bring Modbus to an IP - level or use wireless RS - 485 
gateways to send the data wirelessly through the building instead. 

 Modbus shouldn’t be seen as a “Network protocol” similar to what 
BACnet is. Modbus is the de - facto standard between industrial 
products, but it shouldn’t be the gateway to and from the cloud. 

 Modbus is a great communication protocol for all industrial purposes 
and utilizing it as a hardware commodity in order to get data in and 
out is still extremely viable and globally acceptable. 
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2 main roads Beyond BACnet

 There are advocates for a completely API - driven approach instead of the 
harmonization protocol layer that is completely interoperable.

 A lot of this comes from the mistaken assumption that BACnet doesn’t 
have APIs that pass the test of time. Which is untrue. Newer additions to 
BACnet do have RESTful apis integrated and companies have also ready 
made BACnet to MQTT bridges that work on an IP - level. 

 But, BACnet is not made for broadcasting a lot of data at the same time, 
which is a challenge when the world is moving more towards real - time 
data. 

 There is one road where the application part of BACnet will be separated 
from the network layer. And there is the other road where BACnet will be 
replaced with an API - only infrastructure that is proprietary, but will most 
likely be able to deal with real - time data.

 The optimal solution would be to use the interoperable information and 
classifications in BACnet, but use it “on top” of a real - time network. 
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Understanding existing digital readiness

 All players on all sides have very little 
interest/capabilities in doing things differently and 
the few that does things get stuck with innovation 
theatre, and/or integration challenges.

 System integrators get paid when something 
breaks/only specializes in one technology where 
the vendor dictates what can be done. 

 Supply/demand where the demand has been 
higher than the supply leaving tenants in a low 
power position 

 Leads to severe gaps between what’s being done 
->  what can be done with modern ways of working

 Real estate is being built the same way it’s always 
been built

 Tech companies talk tech. No linear equation 
between IT - investments and Net operating profit, 
or improvements in real estate value.

 Innovation happens with 15% of the portfolio 
and the rest is left as is.

 High costs in getting everything on the same 
level due to vertical based solutions with little 
to no transparency for end users. 

 Taking all buildings to the same level requires 
an effort that the existing players have a hard 
time doing based on existing processes, 
structures, people, culture and IT - systems.

 Data stuck in proprietary systems and silo -
based solutions where anyone, but the real 
estate owner is in control of the data.

 IoT, OT, IT don’t talk to each - other

 Manual ways of working from all existing 
players.

Lack of drivers, closed mindsets and technology Fragmented and silo - based connectivity
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• The building automation sector has few players with 
proprietary lego blocks with no service transparency 
in the market. Integrators are heavily dependent on 
product functions from manufacturers. 

• IoT - market is in a world of its own, with individual data 
islands, unable to really connect to existing systems in 
buildings or to each other with meaningful data. 

• IT Infrastructure for existing companies in the real 
estate segment are usually outdated with manual ways 
of working and low digital maturity. 

• Total solutions are created out of few buildings blocks 
and companies glue everything together making it 
challenging to create new value. 

Hard gaps between IoT/IT and OT

Internet of
Things (IoT)

Building
Automation
Sector (OT)

Enterprise IT Infrastructure
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How to change the conversation?

 Focus on short - term and long - term at the same time but start 
with quick wins and show value to the organization

 Focus on the Benefits and build a business case around it and 
iterate towards complete solutions

 Understanding of technology but always try to focus on where it 
hurts the most.
- “What is boring, what takes time, what costs money” (see data 
strategy)

 Start small and scale up where speed is of the essence and the 
ability to lay all pieces of the puzzle at the same time.

 Understanding that the organizations digital maturity sets 
boundaries and opportunities for any connectivity endeavor. 

 Work with partners that have referral cases solving concrete 
needs
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The importance of a data strategy

 “A central, integrated concept that 
articulates how data will enable and 
inspire business strategy.”

 Creating a plan for collecting, storing, 
protecting, and analyzing data from 
connected devices.

 Understanding that data is THE most 
important thing for businesses today

 Understanding that data will only 
increase in the future

 The customer needs help with this and 
it should be tightly coupled to any 
delivery in order to tailor make the 
correct strategy and technology

Governance Speed

Scale

Policies

Security

Ethics

Edge

Cloud

Data management

Buy - in

Success KPIs

Data quality

Data 
Strategy

Data 
Strategy

Eliminating Silos

Integrating Data
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The importance of Metadata

 Having collected data from different parts of the building is only the 
first step in order to make sense of the data.

 Because it comes from different sources, the same temperature 
variables, lighting systems, set points, could actually be describing 
the same things, But the labeling, the metadata tagging could be 
different.

 This means that it takes time to make sense of the data which is why 
metadata standards like Brick Schema , Haystack , and REC (real 
estate core)are being developed.

 However, this requires a lot of industry buy - in, and for vendors and 
users to agree on certain common definitions for it to really work. 
Which could take time. Therefore, data harmonization tools and 
platforms could be of value as a complement/replacement tool.  
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The evolution of Open Systems

 BACnet is the largest open protocol in the world which favors 
interoperability. That is important because no one needs to talk to the 
vendor, or anyone in the building in order to read the data from 
existing equipment. 

 The openness comes with a security cost, which is why the industry 
is moving towards companies that come in and secure buildings as 
well. The key to the building should be owned by the owner to the 
building, and/or the tenants that are affected. Not, the vendors, or the 
system integrators.

 As such, the underlying infrastructure and protocols need to be open 
enough for anyone to access them, given the permission. That will be 
the norm moving forwards, and not vendor lock - in at all sides as it is 
right now. 

BUILDING AUTOMATION UNDERSTANDING 32 / 36



info@winniio.io

Work with open mindset and open 
systems

 Open systems, Open APIs, and preferably products 
which have separated hardware and software or a 
standardized plug and play - way of bi - directional 
communication. 

 However, people, processes, culture, hierarchy and 
outdated IT - systems pose a greater challenge than 
technology alone, where collaboration is necessary.

 It is therefore recommended to work with local partners 
that understand the complexities, working with open 
systems and have the same mindset in solving existing 
and future challenges in the industry
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THE ONE THING TO REMEMBER

60%
of the world's commercial buildings speak BACnet.

Sweden barely does.

That gap is why integration here costs what it costs — and why repeatable, scalable solutions are so 

hard to build on Swedish stock. Both figures are from this deck's own market analysis.
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WHAT GOOD LOOKS LIKE

The building that answers back.

Real estate owners in control of their own data

Standardised, tagged data that AI can actually use

Local control first, cloud as augmentation

Hardware as a commodity — no vendor holding the keys

Method & maturity ladder winniio.io/method

BUILDING AUTOMATION UNDERSTANDING

winniio.io/method

ceo@winniio.io

Method & maturity ladder

Talk it through
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